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Begriffsbestimmung _DDFhN

Forschungsnetz

e Sup|plilkant, der;-en, -en [zu lat. supplicans
(Gen.: supplicantis), 1. Part. von: supplicare=

bitten, flehen] (veraltet): Bittsteller. o buden - peutsches

Universalwérterbuch, 6. Aufl. Mannheim 2006 [CD-ROM].




Aktuelle Supplikanten _nDFhN
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e Mac OSX Supplikant

e wpa_supplicant (open source)

e SecureW?2 (open source)




Mac OSX Supplicant (1)

Standard 802.1X Supplikant

keine Anderungen ndtig

sehr einfache Konfiguration

komfortables GUI
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A Programme

m [ 5%~ |

& Firefox ™  wVorschau:
¢ GarageBand

¥ GarageSale
& Google Earth

i_'_a iBank

€3 iChat

" iConguer

u el Mame Internet-

¥ iMovie HD Verbindung

L, Installers - Art Pragramm
£ Internet Explorer Grolie 2,9 MB

| E Fil © Internet{Verbindung L_:-stemlt 01.11.05 19:52
| e B - Geindert 04.10.06 09:54

,L-"i ?FEHE Zul. geoffnet 10.10.06 12:45
K2l iPhoto Version 1.4.2

&3 iSync
J'; iTunes
& Web

I iwork 06 an
1 von 137 ausgewdhlt, 6,61 GB verfugbar

—
r:i Dokumente

Informationen. .

i
v
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- Fusammenfassung Internes Modem Bluetooth AirPort VPN (PPTP}  802.1X

802.1X
Konfiguration v 3com AP
DFNRoaming
Cisco
eduroam
Andere

Netzwerk-Anschluss

Benutzername

Kennwort 3 "
. Konfigurationen bearbeiten...

Drahtloses Netzwerk  Tau2 - @

Status: Bereit E Varbinden )
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Konfiguration 7 Beschreibung: |

Jcom AP

DFNRoaming Netzwerk-Anschluss:

Cisco
eduroam

Kennwort:

Drahtloses Netzwerk:

Identifizierung: |

Benutzername:

eduroam

AirPort

| kerstingimdfn.de

L 2 R R E NN NN ]

eduroam

| Protokoll

TTLS
|
EAP-FAST

LEA b |
PEAP v

Ly
=

(<]

|

\

I

Hﬂﬂf*‘@urieren_" 3

A

Wihlen Sie die unterstitzten ldentifizierungs-
protalkolle oben aus und ordnen Sie sie in der

gewilinschten Reihenfolge an.

!\h Abbrechen

\
"

o)
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TTLS

Ceben Sie lhre TTLS-Ildentifizierung unten ein. Nach aulien erfolgt
keine Verschlisselung.

Internes TTL5-
Identifizierungsverfahren: PAP

Externe Identitit: anonymous@dfn.de (Optional)

( Abbrechen ) €0k )
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3

Fusammenfassung

Konfiguration:

Netzwerk-Anschluss:

Benutzername:
Kennwort:

Drahtloses Netzwerk:

-
L

Internes Madem E'.Iuetﬂ-uth .ﬂurF’ﬁrt

H =

802.1X

S

VPN (PFTF) | 802.1% |

; eduroam

AirPort

kersting@dfn.de

eduroam

Status: Bereit
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e open source 802.1X
Supplikant

e Linux, BSD, MS Windows

e Desktops/Laptops, Embedded
Systems

e http://hostap.epitest.fi/
wpa_supplicant



http://hostap.epitest.fi/wpa_supplicant
http://hostap.epitest.fi/wpa_supplicant
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WPA_Supplicant: unterstitzte ._DFN
Protokolle (1) S lacd B

e WPA-PSK
e WPA mit EAP
e CCMP, TKIP, WEP104, WEP40

e WPA und IEEE 802.11i/RSN/
WPA2

e RSN: PMKSA caching, preauth




WPA_Supplicant: unterstitzte ._DFN
Protokolle (2) S lacd B

e EAP-TLS
EAP-PEAP
EAP-TTLS
EAP-SIM

EAP-AKA




WPA_Supplicant: unterstitzte ._DFN
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Prism2/2.5/3

Agere Sytems (Hermes)

madwifi (Atheros arc521x)

Broadcom wl.o Treiber

Intel ipw2100 ipw2200
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Daemon Programm
Verschiedene Frontends

Kostenlos + Kommerziell

Flexible Build Konfiguration




WPA_Supplicant: Ablauf =DFN
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e Anfrage an Kernel Treiber BSS
scannen

e Auswahl passenden BSS

e Anfrage an Kernel zu
assozilieren

e WPA-EAP: Integrierter 802.1X
Client




WPA_Supplicant: Ablauf =DFN
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e 4 Wege Handshake mit AP

e \Verschlusselungskeys
konfigurieren

e Normale Pakete
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ctrl_interface=/var/run/wpa_supplicant

network{
ssid="eduroam"
key mgmt=WPA-EAP
anonymous_ identity="anonymous@dfn.de*
ca cert="/etc/eduroam/ca.cer
identity="kersting@dfn.de"
eap=TTLS
password="geheim"
phase2="auth=PAP"

J
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WPA_Supplicant: Konfiguration (ZTDDFhN
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network{

ssid="eduroam®
key mgmt=IEEE802 | X
anonymous_ identity="anonymous@dfn.de*

ca_cert="/etc/eduroam/ca.cer
identity="kersting@dfn.de"
eap=TTLS
password="geheim"
phase2="auth=PAP"

J
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WPA_Supplicant: sonstiges _DDFhN
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o Skript von Tomasz Wolniewicz
ca.crt + Credentials eintragen

eduroam-start eduroam-stop

wpa_supplicant -Dwext -iwlanO
-c /etc/eduroam/wpa_supplicant.conf

eapol_ test -c config.txt
-aServer -sSecret




SecureW?22 _nDFhN
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e Da Windows (auch Vista) ohne
EAP-TTLS

e Open Source EAP-TTLS Client

e Nutzt MS 802.1X Client

o \orkonfigurierte .exe




SecureW?2: Ablauf fur den Admin_gti!s\l
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SecureW2.INF File vorbereiten

NSIS Config File erstellen

.exe mit NSIS erstellen

.exe digital signieren




SecureW?2: Ablauf fur den Nutzer_B:h!}I
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e .exe runterladen

e Signatur bestatigen

e starten und Cred. eingeben
e Reboot

e SecureW?2 auswahlen
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e Nullsoft Scriptable Install
System

e NET Framework SDK von MS

e Schllissel zum signieren
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Signature = "$Windows NTS$"
Provider =
Config = 7

"Alfa & Ariss”

[Certificates]
Certificate.l = your ca cert.der

[WZCSVC]
Enable = AUTO

[SSID.1]

Name = "eduroam"

Profile = "DEFAULT"

[Profile.l]

AuthenticationMethod

EAPType = 0

Name = "DEFAULT"

Description = "Enter your login credentials:”
UseAlternateIdentity = FALSE
VerifyServerCertificate = TRUE
PromptUserForCredentials = FALSE
TrustedRootCA.0 = your ca cert fingerprint
UserName = PROMPTUSER
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!define APPLICATION “SecureW2 installer”
!define VERSION “1.0.0"

!include “MUI.nsh”

;General

;Name and file
Name "${APPLICATION} ${VERSION}"
OutFile "SecureW2 312 Test.exe"

;Interface Settings
!define MUI ICON "your icon.ico"
!define MUI UNICON your icon.ico

!define MUI ABORTWARNING
Section "S${APPLICATION}" SecInstall
SectionIn RO
; Extract all file to the temp dir
SetOutPath $TEMPDIR
; Define all the files required for the installation here:

File "SecureW2 312.exe"
File "SecureW2.INF"
File "your ca cert.der"

ExecWait "SecureW2 312.exe"
; If an error occurs then goto Error label else goto Continue label
IfErrors Error
Goto Continue
; Error Label, show error box and then quit
Error:
MessageBox MB OK|MB ICONEXCLAMATION "SecureW2 installation problem, please report to
; Continue Label
Continue:
; Remove temporary files
Delete "S$TEMPDIR\SecureW2 312.exe"
Delete "S$TEMPDIR\SecureW2.INF"
Delete "S$TEMPDIR\your ca cert.der"
Quit
SectionEnd




SecureW?2: —DFN
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Konfigurationsverzeichnis e

e SecureW2.INF Datel

o Konfig Datei SecureW?2.NSI

e Original SecureW22.exe
e Icon Datel icon.ico

o Zertifikat
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e rechts-klick auf SecureW2.NSI

o ,Compile NSI Script" wahlen

e .exe signieren

o C:\Program Files\Microsoft. NET\SDK\v2.0\Bin\signtool sign /a your_installer.exe

® C:\Program Files\Microsoft.NET\SDK\v2.0\Bin\signtool signwizard




SecureW?2: Start Installation _PchN
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T SecureW 2 Client 3.1.2 Setup

Welcome to the SecureWw? Client

1 : gt 3.1.2 Setup Wizard
Alfa & Ariss - P
Mebwork Seouity Solusons
” This wizard wil guide wou through the installakion of

SecureWZ Client 3.1.2,

It iz recommended that you close all other applications
before starting Setup, This will make it possible to update
relevant system Fles withouk having bo rebook wour
cormpuker,

Click Mexk ko canbrues,

Mext = l [ Cancel
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i SecureW/2 Client 3.1.2 Setup A=l 4

License Agreement
Please review the license terms before installing Secure'Wz Clienk 3.1.2,

Press Pagz Down to see the rest of the agreement,

| Securewz, Copyright (C) AlFa & Ariss

This pragram is free saftware; vou can redistribute it and/or modify
ik under the terms of the GHU General Public License as published by
the Fres Software Foundatiord either version 2 of the Licenss, or
(at wour aption) any later verson

This program is distributed in the hope that & vall be useful,
bt WITHOUT AMY WARRAMTY: without even the mpled warranky of
MERCHAMNTABILITY or FITHNESS FOR A PARTICULAR PURPOSE,

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreemenrt to install SecureW2 Client 3,1.2.

| <Back || _1agree | [ cance
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i SecureW 2 Client 3.1.2 Setup

Lhoose Lomponents
Zhoose which features of Secure'W'2 Client 3,1.2 you wank bo inskal,

Zheck the components yow want o install and unchedk the compaonents you don't wank o
install. Click. Install to start the installakion,

Select components to install: | I SacLraWZ? Chant LEsCripEion

] Novel Gina
+ Language

Space required: 264.0KB

]I Irskall | [ Cancel
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i Secure¥ 2 - PreConfigure

Alfa & Arlss

Metwork Security Solutione ¥

Enter wour login credentials:

Prafile:

L= i UEEf@:.-'-:-Lr.d{main

Password; | ®eeesss

Re-enter Password: | #eeses




SecureW?2: System Neustart _PchN
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i SecureW 2 Client 3.1.2 Setup

Completing the SecureW?2 Client

. — = 3.1.2 Setup Wizard
Alfa & Ariss - P

Mebwock Secuiity SoluSons )
Your compuker must be restarted in order ko compleke the

installation of SecureWw'2 Client 3. 1.2, Do ywou want to reboaot
Mg

:

(%) Reboat now

(3 1 want ta manually rebook |ater




SecureW2: Eigenschaften fur
Drahtlosnetzwerke

Zuoednung  Authanshinerung |"-|"Er|:l|='||'.'|uﬁi'_.'1[|

Wahlen Sie digse Ophon, um authentthzietan Metrwerksugn® fur
deahtlose Ethemetnetiwerke ru emoghchen

[+ IEEE BOZ =-Authenshnerung fur dieses Matosg ik akinaenen

E ginschaten

[+ als Computer suthentifizi@ren, wann Compultennfarmaianar
wiarfgbar £ind

[ Als Gast authentdzienn, wenn Benulzer- oder Compul@nnfarmatoner
aichtverigher sind

QK I Abbrackhien
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Forschungsnetz

117 o dwthosee Metrwerkverbindung 2

Hawerkarigaoen Drahtlosnetzwerk auswahlen

'ﬂ- Netwerk s akhualseran i lickan S A ain Eement in der Lsie unien, um &na Yerbindung mit arem
Drahbiosretreerk in Rachweite hearnsslen oder weiters [nformahnnen 7 erhalisn.
1 Drabtiosreteork fr (@)} (=turoam Verbindung %

Hermr bow. kiernos ' brrcpes et
Frmennetswerk orrichien B Sicherheitakitiviernes Drahtiotnetreerk: (APL) ,-“.|l|i|

S haben mofmerian ang Yerbndung mit dessem Netwerk hengesialh

Verwardie aufjaten

B/ Wainere e matiorsn — ——TEPTITT
e D ahtosne irwerks " =

Lirngpers ik ey [r ahiosre ek
i Fahanfolge der 7
Metzwerks Snderm gy mandamus
y 3 Y i s I B e
3 Erwedterts Ernstelungen . Sicherbaitaotivier s Dr shtiosretreer
andeem ey BO2.AX
¢ Sirerhaitssdctvier s Drahbosrat &

WP W

Linges icheries Drahtiosrswerk
woclafore

Liragpees icoer e Dr admiiers i woerh




—DFN
Zusammenfassung S

Forschungsnetz

e Grosse OS Abdeckung
e VVorkonfiguration moglich
e Aufwand gering

e Relativ einfach fur Nutzer

e Uberwiegend open source
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e RoamingCookbook D]5.1.5

e http://docs.info.apple.com

o http://hostap.epitest.fi/
wpa_supplicant

e http://eduroam.pl/Files/
prepare_eduroam_config.tgz

e http://Www.securew2.com
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Fragen/Anmerkungen ?

Ralf Paffrath
paffrath@dfn.de
&
Torsten Kersting
kersting@dfn.de
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