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Nixu Software at a Glance

Part of Nixu Group founded in 1988

Specializes in DNS, DHCP and
IP Address Management (IPAM) solutions

Three virtualization-ready software appliances:

— Nixu NameSurfer Suite: streamlined management
of name and address space (blocks and hosts)

— Nixu SNS: secure DNS server for enterprise
— Nixu DHCP Server for enterprise networks

— Providing end-to-end IPAM solution
for enterprises and service providers

Develops Registry Solutions for ccTLDs
Partners with Citrix, Hewlett-Packard, IBM, VMwatre...

Leading OEM vendor in DNS, DHCP and IPAM space:

ApplianSys Comverse
F5 Networks Nokia Siemens Networks (NSN)
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Nixu Software — Product Overview

NIXU PRODUCTS IN ENTERPRISE ENVIRONMENT

REMOTE SITE

DHCP Server

DATA CENTER

Resolvers / Caching DNS:

EXTERNAL NETWORK / DMZ

Authoritative DNS:

(Configuration and DNS updates)

Caching DNS:

SUBNET

DNS & IP management:

DHCP Server(s):

DHCP Server:
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Nixu Software in Education and Sciences

References include:

* FUNET Finnish University and Research Network, a backbone network
providing Internet connections for Finnish universities and research facilities

« CINECA Non Profit Consortium of 37 Italian universities, the National
Institute of Oceanography and Experimental Geophysics - OGS, the CNR
(National Research Council), and the Ministry of University and Research

* AARNet Australian Academic and Research Network, provides Internet
Services for australian Education + Research Institutions and their
technology partners. Offers "GrangeNet" as a service for Grid Computing
and is IPv6-Tunnel Broker

* ESnet Energy Sciences Network, highspeed network of the Department of
Energy DOE. Connects national laboratories, Universities, other institutions
through general-purpose IP-based network, supports research activities of
DOE

e LRZ Leibniz Rechenzentrum Miinchen / MWN
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What i1s IPAM

Depends on whom you ask (different people and companies) :
— IPAM = DNS management
— IPAM = DHCP management
— |IPAM relates to network discovery or device management...

IPAM is NOT the Network Admin’s Swiss Army Knife
— not just a bit of functionality for every purpose

At Nixu

— we are referring to centralized administrative management of the
distribution and allocation of name and address spa ce
and that’s where the 4 letters come from: managing IP addresses

— this involves keeping track of subnets and the IPs inside them,
as well as attaching various attributes to them

— last but not least, IPAM has integrated DNS and DHPC management
capabilities, managing these for each subnet from a central place.

With this scope we have two categories of IPAM
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Two IPAM categories

IPAM in Enterprise environment:

— KEY FUNCTIONALITY:
Managing static (DNS) and dynamic (DHCP) hosts in subnets

— Most IPAM solutions have been designed with
enterprise IPAM in mind

— This is how most universities understand IPAM

IPAM in Service Provisioning environment:

— KEY FUNCTIONALITY:
Managing the distribution and allocation of name and address space

— Efficient and automated DNS management processes important

— Integration with provisioning, service activation and other similar
systems

— Dynamic hosts not added manually: IPAM not used to manage DHCP

— This is how LRZ understands and uses IPAM with the
comfortable, easy to use built-in WebDNS Portal
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Emerging Technologies

Technologies, directly affecting DNS / IPAM

— that increase the number of IP Address  (new services)
* VoIP
« CCTVolP
* RFID

— that increase efforts for administration  (new standards)
* ENUM
* |Pv6

« DNSSEC

Technologies, indirectly affecting DNS / IPAM,

— that change network infrastructure and workflows
» Server Virtualization / Cloud Computing

* re-centralization of service management and
decentralization of service configurations
see: DFN Presentation: Vision einer Re-Zentralisierung - Tarik Gasmi,
Rechenzentrum der Universitat Freiburg, 28.05.2008
see: Webdns LRZ Minchen / MWN
http://www.Irz-muenchen.de/services/netzdienste/dns/index.html
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IPAM and VolP

VolP

— ENUM resolves and maps phone numbers to
assigned Web addresses / URLs

* e.g.+4951147372840
FQDN = 0.4.8.2.7.3.7.4.1.1.5.9.4.el164.arpa

— ENUM to be used in regular DNS
— SIP (Session Initiation Protokoll)
» developed by IETF (Internet Engineering Task Force)

« SIP-Address (similar to email-addresse, Uniform-Resource-ldentifier)
« SIP-Server uses DNS for resolution

VoIP services such as SIP and ENUM rely heavily on DNS
as the service cannot find clients without DNS.
SIP uses SRV records to locate services and
ENUM zones to store phone numbers.
Nixu Software’s products support storing and editing
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IPAM and RFID

EPC is the object specific Electronic Product Code
— stored on and transmitted by the RFID chip

ONS is the Object Naming Service
— used for resolving EPCs
— accessable worldwide over Internet.
— uses approved DNS to assign one or more NAPTR to one EPC.

 NAPTR = Naming Authority Pointer, specifying where information about a
referenced EPC object is stored and how to access this data

— can be understood as a distributed data base system.

ONS-server and -services shall be operated by corresponding
country organisations of EPCglobal Inc.

Root-Server for the ONS-Service are operated by VeriSign USA.
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IPAM and IPv6

During transition period from IPv4 to IPv6,
dual-stack networks increase DNS management load

Management processes should be identical for
both IPv4 and IPv6 addresses

Managing distribution and allocation of address space
requires more scalability and performance

IPv6-ready IPAM for ISPs, TLDs and LIRs require:

— Automated DNS management processes to streamline and
simplify naming, supporting both IPv4 and IPv6

— Interfaces (CLIs, nw-based APIs, dynamic DNS) providing
equal support for both IPv4 and IPv6 protocols

— Scalability up to tens of millions of resource record entries
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Dual-Stack IPAM Solutions

Nixu NameSurfer Suite is an ideal IPAM solution for
dual-stack production environments:

— IPv4 and IPv6 managed in the same way,
using process automation
— Scales up to tens of millions of RRs, depends on RAM and CPU

— Number of interfaces supporting integration with other systems

Nixu IPAM has been run in dual-stack production networks
offering IPv6 connectivity since 2004

— Customers running dual-stack networks include:
* Finnish University Network (FUNet)
* Energy Sciences Network (ES.net) at
Lawrence Berkeley National Laboratory

Nixu IPAM run alongside Secure64 DNS
— offering highest level of security, scalability and performance
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IPAM and DNSSEC (1)

Dan Kaminsky made DNS vulnerabilities public last summer

US Government started pushing security solution that already
had been mostly defined and developed.

So far only used by early adopters in their test beds
[exceptions: ccTLDs of Sweden (.se) and Bulgary (.bg) ]

The DNS security extension - DNSSEC.
On the way to a worldwide standard?

High implementation and test efforts to include this
In home grown solutions

Home [ Industry

.ORG Talks with Dan Kaminsky on DNssEc~~ Oct 01, 2008 June 02, 2009

Oct 01,2008 11:46 AM PDT | Views: 2,436

ByPIR (Sponsored Fost) = Print .ORG becomes the first open TLD to sign their zone with
. . o . . DNSSEC
The following post is based on a recent discussion .O0RG had with Dan Kaminsky, a DNS expert best Posted by Lauren Price under DNS Security (DMSSEC), Domain Mames,

know for discovering a serious DNS bug {Website, CirclelD Profile), about DNSSEC and how itis a
critical step toward bolstering Internet se curity.

Internet, Security

[6] Comrments
The problem, he said, largely stems from the fact that the Internet is more malleable than we'd like to

admit.. WWe need a universal identity system for the web, a universal place for people to put trusted
information..." DMNSSEC itself, which Dan referred to as a "technical issue that affect(s) the stability of the Tuda:’);r we reached a Signiﬁcant milestore in our effort to bolster online Security for the

Internet," is a link in & much longer chain of processes, ending with the signing of the root, that will lead to ORC cummunity. e are the first open generic TD]_J-LEVE] Damain to successfully sign
our zone with Dornain Marme Security Extensions (DNSSEC). To date, the .ORG zone iz
the largest dornain registry toimplement thiz needed security measure.
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IPAM and DNSSEC (1)

Nixu NameSurfer Suite already includes DNSSEC

— Manual excerpt: ... this page can be used to manipulate general
zone settings and, in case of a DNSSEC-enabled zone, to access
any signing keys associated with the zone.

Also, new DNSSEC keys can be added via the key add page

accessible at the menu bar.

Nixu IPAM supports Secure64 Signer , comprising FIPS
140-2 compliant end-to-end IPAM + DNS Signing solution
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Impact of Emerging Technologies

Large percentage of organizations continue to keep track
of their IP address space and its usage with Excel spreadsheets:

— The more data there is, the more difficult it becomes to keep block /
subnet and IP address allocations in synch with production network

Help needed for efficient automated centralized management
of IP address space:
— Distribution of blocks / subnets and IP allocation maintained centrally

— IPs / hosts being autopopulated to appropriate blocks from production
DNS data once blocks have been configured

— Organizations may freely define what information is attached to blocks
/ subnets / IP addresses and manage the composition of listings using
"Display Preferences”

IP Address Management (IPAM) module included in
Nixu NameSurfer Suite provides even more than the
above outlined managements needs
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Relief of impact of Emerging Technologies

Efficient tools and intelligent features
simplify IP address management processes and so
help to save time, efforts and costs

— When adding new IPs to blocks,
free IPs suggested automatically

— When splitting blocks,
possible bitmasks suggested automatically

— Support for splitting and merging blocks
on the fly

— Ability to reserve IPs for future use

— Graphic display of utilization rate,
various statistics options

— Powerful seach tools making
appropriate subnets, IPs easy to find

— Import / export feature supporting
csv format for simple data migration
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Overview of Nixu IPAM
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Nixu NameSurfer Suite

First version released in 1996

Solution used by Fortune 500;
hundreds of telcos and
universities worldwide

Installed base 3,000+

Designed for centralized and efficient management of
organizations’ name and address space:

— Powerful tools automating DNS management processes
— Centralized management of IP address space

— Versatile interfaces for integration with other systems:
« XML-RPC Application Programming Interface (API)
» ODBC interface to SQL backend
« Command Line Interface (CLI)

Web-based GUI and User Management functionalities allow
distributed/remote management with full audit trail

Available as virtualization-ready software appliance
Architecture based on industry standards (RFCs)
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IPAM Benefits with Nixu NameSurfer

Automated DNS and IP Address Management processes:
— Reducing time spent on related tasks by 50-90%
— Eliminating network downtime

Centralized management of address space:
— Efficient management of subnets and IPs

— Hosts added automatically to appropriate
subnets/blocks defined in IPAM

Distributed management and AAA for more
efficient workflow; compliance with regulations:
— Authorization: fully granular user groups (profiles & users)
— Authentication: users authenticated locally, role-based access
— Accounting: audit trail of who, what, when with undo/redo options

Centralized management of remote DNS and DHCP servers

Simple deployment and data import:
— Installation of software appliance in 10-15 minutes
— Supports existing secondary DNS servers
— DNS imported using zone transfer; spreadsheets to IPAM in csv
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Nixu SNS and Nixu DHCP Server

Nixu Secure Name Server is a standalone DNS server that
can be integrated with Nixu NameSurfer IPAM

— Secure software appliance optimized for DNS service with Linux OS
and IDS/IPS inside

— Can be installed on VMware, Citrix XenServer and any RHEL-
compliant general-purpose x86 server in 10-15 minutes

— Can be operated as authoritative and/or as caching DNS server

Nixu DHCP Server is a standalone DHCP server that
can be integrated with Nixu NameSurfer IPAM

— Secure software appliance optimized for DHCP service with Linux OS
and IPS/IDS inside

— Can be installed on VMware, Citrix XenServer and any RHEL-
compliant general-purpose x86 server in 10-15 minutes

— Can be deployed as always-on failover pair at no additional cost
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Customer Driven Enhancements

Overall, 80%+ of all RFEs (Request for
Enhancement) originating from customers
have been implemented

Fast reaction on customer requests:
e.g.. Nixu NameSurfer Tree View

— Requested early 2009
1. version implemented
in summer release 6.5.2

— Extended request: _ _
user definable additional information
comes with winter release
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ADDITIONAL: a way to fulfil the
Access Hindering Law - ZugErschwG

If you run Nixu SNS instances in your network - and operate all Nixu SNS instances
as recursive and authoritative DNS servers atthes ame time -
you can basically configure these servers so that:

1. Blocked domains are authoritative zones in your internal DNS, run as authoritative slave

zones in Nixu SNS instances with redirect / alias to a landing page (the ‘STOP’ page)
saying that the content provided in this domain is illegal.

2. A script would be created that parses the blocked domains from the list provided by the
authorities and enters those domains as aliases (pointing to a common landing page)
to primary DNS / master zones in Nixu NSS, using the command-line interface in NSS.
NSS primary would then propagate these new domains / aliases automatically to the
secondary DNS service running in Nixu SNS.

The point of this architecture is that when Nixu SNS is run as a recursive server and
as an authoritative server at the same time, it first checks the local authoritative

DNS data before contacting DNS servers in the Inter  net.

Assuming that customer's internal DNS secondaries were configured as authoritative
for the blocked domains, the Nixu SNS servers would provide the name resolution
locally pointing to the single landing page (the ‘STOP’ page), rather than resolving the
real IP of the blocked domains from the Internet.
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NEXT STEPS to help you ...

Visit us at www.nixusoftware.com
— to download Datasheets and White Papers
— to request Evalution Licenses for all Nixu products

Contact me at Jurgen.Joswig@nixu.com
or by phone 0511 47 37 28 40 / mobile 0176 22 75 65 65

— to arrange a 90 min. online demo.
If you take the time to prepare a list of
requirements that are a must in your network and/or
functionalities that are of special interest for you
then we will honour that with
a demo tailored to your needs
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. TIME for your STRATEGIC MOVE ...

THANK YOU

Nixu Software Oy Ltd

P.O. Box 39 (Keilaranta 15)
FI-02150 Espoo
Tel +358 9 478 1011
Fax +358 9 478 1030

German Office

Immenkamp 3
D-30926 Seelze / Hannover
Tel 051147 37 28 40
Mobil 0176 22 75 65 65
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