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Was ist überhaupt ein SOC?

- Security Monitoring + Incident Communication

- Kein Aktives eingreifen 

- Kein Patching

➔ „Security Monitoring Center“

2022
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Let‘s build a SOC

Technically

Organizationally
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Ist das für kleinere Organisationen zu schaffen?

- Große & Komplexe Tools

- Großer Wartungsaufwand

- 24/7 Betrieb

- 24/7 Rufbereitschaften

- Personalmangel:

- Betriebsteams

- Expertenteams

2022

20-25 FTE
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Let‘s build a SOC together

How to handle the Workload in a Partnership



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Strategy

Incident 
Handling

Detection

Platform 
Operation

SOC Platform

Cyber Defense

Security Operation Center

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Risk Analysis

S
O

A
R

S
IE

M

Respo
nse 

Autom
ation

Communi
cation

Risk 
Managem

ent
CSIRT

Simul
ations

Strategy

Incident 
Handling

Detection

Platform 
Operation

SOC Platform

Cyber Defense

Security Operation Center

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Sand
boxin

g

Risk Analysis

Comp
liance

Legal

S
O

A
R

S
IE

M

Resp
onse 

Autom
ation

Simul
ations

Sand
boxin

g

Comp
liance

Legal



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Strategy

Incident 
Handling

Detection

Platform 
Operation

SOC Platform

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Risk Analysis

S
O

A
R

S
IE

M

Respo
nse 

Autom
ation

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Strategy

Incident 
Handling

Detection

Platform 
Operation

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Risk Analysis

Respo
nse 

Autom
ation

SOC Platform

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform

S
O

A
R

S
IE

M



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Incident 
Handling

Detection

Platform 
Operation

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli

gence

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Respo
nse 

Autom
ation

SOC Platform

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform

S
O

A
R

S
IE

M

Strategy
Risk 

Analysis Strategy
Risk 

Analysis

Use-
Cases



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Incident 
Handling

Detection

Platform 
Operation

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli

gence

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Respo
nse 

Autom
ation

SOC Platform

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform

S
O

A
R

S
IE

M

Strategy
Risk 

Analysis Strategy
Risk 

Analysis

Use-
Cases



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Incident 
Handling

Detection

Platform 
Operation

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli

gence

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Respo
nse 

Autom
ation

SOC Platform

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform

S
O

A
R

S
IE

M

Strategy
Risk 

Analysis Strategy
Risk 

Analysis

Use-
Cases



©          NTT All Rights Reserved

Communi
cation

Risk 
Managem

ent
CSIRT

Incident 
Handling

Detection

Platform 
Operation

Cyber Defense

Security Operation Center

Standalone 1...n

Thre
at 

Intelli

gence

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Respo
nse 

Autom
ation

SOC Platform

Shared SOC

S
O

A
R

S
IE

M

Simul
ations

Sand
boxin

g

Comp
liance

Legal

SOC Platform

S
O

A
R

S
IE

M

Strategy
Risk 

Analysis Strategy
Risk 

Analysis

Incident & SOC 
Management

Com

munic

ation



©          NTT All Rights Reserved

Cyber Defense

Security Operation Center

Cyber Defense

Security Operation Center

Communi
cation

Risk 
Managem

ent
CSIRT

Strategy

Incident 
Handling

Detection

Platform 
Operation

SOC Platform

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Risk Analysis

S
IE

M

Respo
nse 

Autom
ation

Communi
cation

Risk 
Managem

ent
CSIRT

Simul
ations

Strategy

Incident 
Handling

Detection

Thre
at 

Intelli
genc

e

Vulnerability

Management
Use-Cases

DFIRIT Operation

Red Teaming

Sand
boxin

g

Risk Analysis

Comp
liance

Legal

S
O

A
R

Respo
nse 

Autom
ation

Simul
ations

Sand
boxin

g

Comp
liance

Legal

Platform 
Operation

Incident & SOC 
Management

20-25 FTE2 FTE



©          NTT All Rights Reserved

SOC Lead

Cyber Defense

Security Operation Center

IT Operation

S
IE

M

Commu
nication

SOC Platform

S
O

A
RComplia

nce

Legal

Incident & 
SOC 

Management

1-2 FTE



©          NTT All Rights Reserved

Ist das für kleinere Organisationen zu schaffen?

2022

20-25 FTE 2 FTE
- Technisches Fachwissen

- Expertenteams
- Viel Personal

- 24/7 Betrieb

- Organisatorisches Fachwissen

- Erweiterung der vorhandenen Incident
Prozesse

- Bsp. 24/7 Rufbereitschaft für 

Security Incidents

- Cyber Security Incidents Response 

Prozesse etablieren



Thank You

Rafael Cloosters

rafael.cloosters@global.ntt


