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OUR MISSION

We are helping build 
a better Internet
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With Cloudflare, 
customers can:
● Connect users, networks, applications, 

and clouds globally

● Protect data, applications, 
infrastructure, and users everywhere

● Accelerate application performance 
and user experiences on any 
device, anywhere

● Build full-stack applications
on a modern cloud platform 
with no vendor lock-in



Note: Figures as of March 31, 2024, except for network capacity, which is as of April 30, 2024. 
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  320 cities
   in 120+ countries, including mainland China

50 ms
from 95% of the worldʼs Internet-connected 
population

280 Tbps
of network capacity and growing

13,000 networks 
directly connect to Cloudflare, including ISPs, cloud 
providers, and large enterprises

Cloudflare city 
(as of Q1 2024

A single network that delivers local capabilities with global scale  

INFRASTRUCTUREINFRASTRUCTURE

Cloudflare backbone 
(as of Q1 2024

https://blog.cloudflare.com/backbone2024/

https://blog.cloudflare.com/backbone2024/


INFRASTRUCTUREINFRASTRUCTURE
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1200 Mitarbeiter

Thomas Seifert CFO

John Graham-Cumming CTO

Dr. Katrin Suder Vorstand)

Personen

59 RZ Standorte

Standorte

Für Kunden entwickelt

Data Localization Suite

Cloudflare in Europa

Regionale Dienste

Geo Key Manager (keyless SSL

Meta Data Boundary
*Standorte für KI-Inferenz



Further Information

https://blog.cloudflare.com/linux-kernel-hardening/ https://blog.cloudflare.com/gen-12-servers/ https://blog.cloudflare.com/detecting-zero-days-before-zero-day/

https://blog.cloudflare.com/linux-kernel-hardening/
https://blog.cloudflare.com/gen-12-servers/
https://blog.cloudflare.com/detecting-zero-days-before-zero-day/


To provide a private, secure, reliable, performant, agile 
enterprise-grade Internet experience, Cloudflare is everywhere
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ARCHITECTURE AT MASSIVE SCALE

Daily threats 
blocked

DNS Requests 
daily

HTTP requests 
per second

55M3T209B

20% of the Web 
runs on Cloudflare

This is only possible because



Welche Erkenntnisse 
liefert ein globales 
Netz?









ATTACK TRENDS AND OUR RESPONSE

Since the Russian invasion, Cloudflare has protected Ukrainian 
government institutions, civil society organizations, and citizens 
from cyber attack at no cost. We have provided updates on the 
status of the Internet inside Ukraine, making sure valuable 
information gets out to the world.

Free services for Ukrainian government and infrastructure
On February 24, 2022, when Russia invaded Ukraine, Cloudflare moved quickly to offer free 
services and support to a wide variety of Ukrainian government and infrastructure providers. 
In addition to protecting the .ua top-level domain, we currently protect approximately 130 
Ukrainian domains in this program, run by more than 50 different Ukrainian government 
agencies and companies.

Free services for Ukrainian nonprofits
Weʼve also provided free assistance to nonprofit groups that are helping refugees, 
documenting war crimes, sharing information, and providing local services — these groups 
are simultaneously contending with cyber attacks. Overall, we protect 79 organizations in 
Ukraine, which includes 54 onboarded since the beginning of the invasion.

Cloudflare assistance to Ukraine

“ I want to mention Cloudflare because they 
reached out to us proactively and offered help. 
We took their help and we relied on them 
immensely and I really want to express 
gratitude to the leadership and the team there.ˮ

— Dimitry Kohmanyuk, .ua TLD strategist in Heise Online 
interview, 3/24/22



Traffic in Ukraine



Traffic in Ukraine



Traffic in Ukraine



Traffic in Ukraine

Source: https://datawrapper.dwcdn.net/dsUSJ/2/

https://datawrapper.dwcdn.net/dsUSJ/2/


Cloudflare Radar



radar.cloudflare.com

CLOUDFLARE RADAR



radar.cloudflare.com

CLOUDFLARE RADAR



CLOUDFLARE RADAR



Angriffsarten



DDoS



Cloudflare stops record-breaking DDoS attack

DDoS THREAT LANDSCAPE Q1 2023
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ATTACK DETAILS

● Attack vector: HTTP/2

● Bots: 30K

● Botnet type: VPS-based

● Rate: 71M rps 

● Duration: 5 minutes

For more details, read our blog post: https://blog.cloudflare.com/cloudflare-mitigates-record-breaking-71-million-request-per-second-ddos-attack/ 

Requests
per

Second

Seconds

https://blog.cloudflare.com/cloudflare-mitigates-record-breaking-71-million-request-per-second-ddos-attack/


DDoS THREAT LANDSCAPE Q3 2023

For more details, read our blog post: https://blog.cloudflare.com/technical-breakdown-http2-rapid-reset-ddos-attack/ 

https://blog.cloudflare.com/technical-breakdown-http2-rapid-reset-ddos-attack/


DDoS THREAT LANDSCAPE Q3 2024

https://blog.cloudflare.com/how-cloudflare-auto-mitigated-world-record-3-8-tbps-ddos-attack/

https://blog.cloudflare.com/how-cloudflare-auto-mitigated-world-record-3-8-tbps-ddos-attack/


APIs



#1 attack mitigated: DDoS 
One-third 33%) of API mitigations comprised blocking Distributed 
Denial of Service DDoS) attacks

Shadow APIs 
Machine learning models discovered nearly one-third 30.7%) more API 
endpoints than what organizations self-reported

APIs dominate the web
Successful API requests accounted for 57% of Internet traffic (dynamic 
HTTP traffic) processed by Cloudflare

2024 API Security & Management Report by Cloudflare
Key Findings

+ many 
more



Uneven, sometimes broken, attempts 
at building security into APIs

The unfortunate side-effect of the API explosion…

29

So many APIs living in the shadows No consolidated analytics and 
management



30.7
%
more API endpoints found by 
Cloudflare than what 
organizations self-reported

Old school New school

● “Email and askˮ

● Manual log analysis

● Focus on “crown 
jewelsˮ only

AI/ML based 
automated discovery 
augments IT & 
Security knowledge

Shadow APIs and associated risks

How do you identify all your APIs?



Top API attacks and vulnerabilities

DDoS

HTTP Anomalies

Injection attacks

AuthN & AuthZ (or 
lack thereof)

One-third 33%) of API mitigations comprised 
blocking Distributed Denial of Service DDoS 
attacks.



DDoS

HTTP Anomalies

Injection attacks

AuthN & AuthZ (or lack 
thereof)

Top API attacks and vulnerabilities



Top API attacks and vulnerabilities

DDoS

HTTP Anomalies

Injection attacks

AuthN & AuthZ 
(or lack thereof)



Key API Gateway Use Cases 

API Discovery detects 
new APIs in use so 
companies also have a 
clear picture of all of 
their API endpoints. 
Sequence Analytics 
highlights which 
endpoints to focus on 
first.

Central API 
management registers 
APIs on Cloudflare and 
then monitors API 
performance monitoring. 
Schema Learning 
protects newly 
discovered APIs. API 
routing and more 
authentication coming 
soon.

Sensitive Data 
Detection alerts on 
sensitive data exposure 
in API responses like 
PII, financial 
Information, credit card 
numbers 
or secrets like API keys. 
Exposed credential 
checks detect brute 
force attacks with 
stolen credentials.

Move to a positive API 
security model with 
schema validation, 
mTLS, and JWT 
validation to block 
non-conforming clients 
and requests. GraphQL 
Query Protection and 
Volumetric API abuse 
detections see and stop 
abusive API traffic.

Discover new APIs in 
use

Block credential stuffing 
& data exfiltration

Block malicious API 
requests and abuse

Manage and monitor 
APIs 

CLOUDFLARE APPLICATION SECURITY API GATEWAY



3rd Party Scripts



What are third-party scripts?

36

Security challenges of third-party dependencies

Third-party scripts are externally created 
JavaScript code that adds functionalities to a 
website.

94% of websites use at least one third party.

Third-party script categories include 
analytics, marketing, advertising, CRM, 
chatbots and other widgets.



Third-party scripts facilitate growth

37

Security challenges of third-party dependencies

Unlocks new functionalities

Faster time-to-market

New revenue streams

and many more…



Data from the Cloudflare Global Network shows that:
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Security challenges of third-party dependencies

13%

18%

32%

50%

of enterprise applications load new scripts every

of enterprise applications load new scripts every

of enterprise applications load new scripts every

of enterprise applications load new scripts every

24h

48h

week

2 w

New scripts are 
not always 
added due to 
internal 
development 
efforts.



Uncontrolled third-party scripts lead to 
client-side attacks
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Security challenges of third-party dependencies

Client-side attack is a type of software supply chain attack carried 
out in a web app visitorʼs browser.



Client-side attacks in news

40



Datendiebstahl
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

Corporate network
WAN, DMZ, DCs

Public clouds
AWS, GCP, Azure

Public resources
Apps, APIs, sites

SaaS apps
M365, GSuite

Remote locations
Branch office, facility

Internal resources
Apps, systems, data

Remote workers
Home, mobile

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

Inbound risks 
API abuse
Email phish & BEC
Ransomware
DDoS & bots
0-day exploits

Browsing risks 
Encrypted traffic
Drive-by malware 
Phish/risky site

Outbound risks 
Data loss
Data exposure
Noncompliance

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

Recon targets • Misconfiguration • Exposed assets
① Discover Attack Surface

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

② Initial Compromise
Infect systems • Steal credentials • Account takeovers① Discover Attack Surface

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

Your endpoints, infrastructure & resources

IT Environment

① Discover Attack Surface ② Initial Compromise

③ Lateral Movement
Unsegmented flat network • Unrestricted system access • Privilege escalation 

THE PROBLEM
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The Internet

Chaos creates opportunity for cyber attacks

④ Exfiltration & Extortion

Your endpoints, infrastructure & resources

IT Environment

Command & control • Ransom & scams • Sabotage systems

① Discover Attack Surface ② Initial Compromise

③ Lateral Movement

THE PROBLEM



Cloudflare Bericht zu Phishing Bedrohungen - 1



Cloudflare Bericht zu Phishing Bedrohungen - Multi-Channel-Phishing



Phishing Bedrohungen - Angriff auf Cloudflare

https://blog.cloudflare.com/2022-07-sms-phishing-attacks/

https://blog.cloudflare.com/2022-07-sms-phishing-attacks/


Wie können Sie sich 
schützen?



Inbound Traffic
Protect network and apps from DDoS

On-prem products: 
On-prem firewall, DMZ infrastructure, 
ISP filtering, VPN

Cloud-based products: 
WAF, CDN, WAAP

Outbound Traffic
Protect users & offices from threats
Protect data movement

On-prem products: 
On-prem firewall, on-prem Proxy

Cloud-based products: 
SASE/SSE, SWG, CASB, ZTNA

Public Cloud Networking
Connect, secure and build apps in 
public cloud and hybrid cloud 

Traditionally DIY or 
cloud-based products:  
Cloud-specific functionality, 
multi-cloud networking startups

Four traffic flows for network modernization

WAN Networking
Connect and secure offices, users, 
devices, DCs and infrastructure

On-prem/In-house: 
Physical networking, virtualized 
networking, SDWAN, private 
interconnects, MPLS carriers

Cloud-based products: SASE/SDWAN



Zero Trust is a mindset shift

Assume risk & reduce impact 

Default deny + least privilege access

Context based (identity, posture etc)

Prevent lateral movement

Never trust, always verify



CLOUDFLAREʼS SASE ARCHITECTURE

One
programmable network and 
control plane to build new 
capabilities on and enforce 
security controls

100%
uptime SLA for paid plans that only 
an Anycast-enabled architecture 
can deliver

All
services designed to run in every 
Cloudflare network location, so all 
traffic is inspected closest to its 
source for consistent speed and 
scale everywhere.



Roadmap to 
Zero Trust 

architecture 



Ein Anfang



Ein Anfang



Integrated Global Cloud Platform 
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WHAT WE OFFER

59

Compliance/Privacy: BSI, ISO, SOC, PCI, GDPR compliant, Logs & Analytics, Data Localization Suite

Cloudflare 
Application Services

Cloudflare 
Global Network

Cloudflare 
Zero Trust Services

Cloudflare 
Network Services

Cloudflare One1 Zero Trust Network Access

Remote Browser Isolation

Data Loss Prevention

Network Interconnect

Smart Routing

WAN-as-a-Service

Firewall-as-a-Service

    L3 & L4 DDoS Protection

Rate Limiting

Load Balancing

Bot Management

CDN and DNS

L7 DDoS Protection

WAF with API Protection

    

Secure Web Gateway

Cloud Access Security Broker

Cloud Email Security

IDS/IPS 

Cloudflare Platform

Workers Pages Durable Objects StreamCloudflare Developer 
Platform R2 Workers KV Images

    



Let us build a better 
Internet together

©2024 Cloudflare Inc. All rights reserved. 
The Cloudflare logo is a trademark of 

Cloudflare. All other company and product 
names may be trademarks of the respective 
companies with which they are associated.



Einblick zu Innovation



2018

BUILDING FOR TOMORROW, TODAY

Web App
Firewall

DNS 
Nameserver

SASE
Platform

Data 
Localization

Network 
Interconnect

API 
Security

SSE & Email 
Security

Object 
Storage

Build AI
Apps/Elements

Network 
Analytics v2

SQL & Vector 
Databases

Zero Trust 
Access

L3 DDoS 
Protection

WANaaS 
& FWaaS

Client-Side
Security

Browser 
Isolation

WAN 
Optimization

TLS 1.3
Encryption

Intelligent
Routing

Video
Services

Load 
Balancing

Rate
Limiting

Development
Platform

DNS
Resolver

Move faster with a platform 
that constantly delivers innovation

2024

2014

2022

2010

Launch Entered
China

Internet
Radar

Free Post- 
Quantum Crypto

Free CAPTCHA
Replacement

Free 1.1.1.1 & 
Mobile App

10% of the 
Internet

Global 
Backbone

10,000
Interconnects

Free IPv6 
for All

100M Daily 
Active Users

Free SSL/TLS
for All

Unmetered 
Mitigation

1st HTTP/2 
Support

IBM 
Partnership

QUIC Crypto 
Support

100
Cities

300 Cities 
GPUs in 100 

50
Patents

150
Patents

250
Patents

JD Cloud 
Partnership

$1B 
ARR

20% of the 
Internet

 IPO 
FedRAMP 
Certified
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Randomness at Cloudflare



Cloudflare Research

No, AI did not break post-quantum 
cryptography

Kyber is a post-quantum PQ) key 
encapsulation method KEM. After a six-year 
worldwide competition, the National Institute 
of Standards and Technology NIST) selected 
Kyber as the post-quantum key agreement 
they will standardize. The goal of a key 
agreement is for two parties that havenʼt 
talked to each other before to agree securely 
on a shared key they can use for symmetric 
encryption (such as Chacha20Poly1305. 

As a KEM, it works slightly different with 
different terminology than a traditional 
Diffie–Hellman key agreement (such as 
X25519.
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Cloudflareʼs contributions

https://blog.cloudflare.com/kyber-isnt-broken/


Let us build a better 
Internet together

©2024 Cloudflare Inc. All rights reserved. 
The Cloudflare logo is a trademark of 

Cloudflare. All other company and product 
names may be trademarks of the respective 
companies with which they are associated.
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Cloudflareʼs connectivity cloud

With Cloudflare organizations can:

● Connect users, networks, apps and 
clouds globally

● Protect  data, apps, infrastructure, 
and users everywhere

● Build innovative digital services and 
experiences anywhere 


