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Ausgangssituation

« ORCID iD nicht ins Identitatsmanagement (IDM) eingebunden
« fur jeden einzelnen Dienst muss die ORCID iD verknupft werden
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Entwicklung einer Web-App

LInkID
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About LinkID gg:{e] Login to Manage your ORCID iD

Link your ORCID iD with University of Tibingen!

With LinkID you can link your ORCID iD to your user account at the University of Tbingen.
This way, your ORCID iD can be passed on to associated services of the University without the need for you to repeat the ORCID authentification process for each application.

Manage your linked ORCID iD

Before you start:

Make sure that you only have one ORCID iD. This is the only way to ensure that your research achievements are uniquely attributed to you.
If you do not have an ORCID iD yet, you can create one free of charge at www.orcid.org.

To check if you have already linked an ORCID iD to your user account at the university, go to Manage your ORCID iD

Connect ORCID iD:
1. Click on the tab "Manage your ORCID iD". You will now be asked to sign in with your university user account.
2. If you do not have a linked ORCID iD yet, please read the information on connecting the ORCID iD and confirm it by clicking on the button "Connect or create ORCID iD".
3. You will now be redirected to www.orcid.org, where you can log in with your ORCID iD or create an ORCID iD.
4. After the login at www.orcid.org you will be redirected back to the LinkID page where you will be informed about the successful connection.

Revoke Access:
If you have linked an ORCID iD, you can delete this connection at any time by selecting the ORCID iD you wish to disconnect and clicking the "Revoke Access" button.

You can find more information about ORCID iDs at www.orcid.org.
For further questions, please have a look at our FAQ.
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LOGIN @ UNI-TUEBINGEN

Dies ist die zentrale Anmeldeseite fur das Single Sign-On der Universitdt Tubingen.

The service LinkID has requested that you log in using your personal user account at the University of Tubingen.

Username
» Forgot your password?
> Need Help?
Password » Terms of use

Don't Remember Login

|| Clear prior granting of permission for release of your
information to this service.
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LinkID

About LinkID FAQ

Signed in as: annalena.reuss@uni-tuebingen.de
Please close the browser to sign out.

Manage your ORCID iD

Link your ORCID iD!

1. Confirm the terms of use by clicking on the button "Create or connect ORCID iD".
2. You will be redirected to www.orcid.org, where you can log in with your ORCID iD or create an ORCID iD.

3. After the login at www.orcid.org you will be redirected back to the LinkID page where you will be informed about the successful connection.

By clicking "Create or connect your ORCID iD" you allow University of Tubingen to:

* store your ORCID iD
« read information on your ORCID record that is marked for trusted parties
« add/update your ORCID record

Create or connect your ORCID iD
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Sign in to ORCID

Don't have your ORCID iD yet? Register now

Email or ORCID iD
Email or 16-digit ORCID iD

For example: joe@institution.edu or 0000-1234-5678-9101

Password

Your ORCID password

Sign in to ORCID '

Forgot your password or ORCID 1D?

OR
ﬁl Sign in through your institution
G Sign in with Google

Authorize access
You are currently signed in as:

Annalena Reuss
https://orcid.org/0000-0002-7631-7229

Sign out
University of Tuebingen
Show details

This organization has asked for the following access to your ORCID
record:

G Add/update your research activities (works, affiliations, etc.)

@ Getyour ORCID D

@ Read your information with visibility set to Trusted parties

If authorized, this organization will have access to your ORCID
record, as outlined above and described in further detail in ORCID's
privacy policy.

You can manage access permissions for this and other Trusted
Organizations from within your list of trusted parties.

Deny access
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Signed in as: annalena.reuss@uni-tuebingen.de
Please close the browser to sign out.

About LinkID FAQ Manage your ORCID iD

Manage your ORCID iD

ORCID iD ORCID record status Select

https://orcid.org/0000-0002-7631-7229 . This record is active on orcid.org

.Active Merged .De\eied .Not available

To remove your ORCID iD from our systems and to revoke access to your ORCID record for the University of Tubingen, please select the corresponding ORCID iD and
click on "Revoke Access".
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Workflow

ORCID.org
-
redirect user, authenticated
authenticate, ORCID iD,
authorize access token

@ A A ra ™

() Institutional @
' @ Sian-In_ 0 | inkID -, IDM
LIS user data user data, ORCID iD, —
access token —-—
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DB Schema

Zwei Tabellen:

LinkID

* User Data

Ud 6= Interne Id Pairwiseld FailedAttrQueries ExpiresOn

* Orcid Data

Orcid @ = | Interne Id | Access | Refresh | AccessStartDate | AccessEndDate | Record | Merged | Scope
Token Token Status Into
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Deprovisionierung

LinkID

» Geloschte oder zusammengelegte ORCID Records konnen erkannt und durch

den Nutzer selbst verwaltet werden

* Inaktive Nutzer konnen uber eine Attribute Query erkannt und aus den
universitaren Systemen entfernt werden

ORCID iD

https://sandbox.orcid.org/0000-0000-0000-0000

ORCID Record Status

Info

This record does not exist and can be deleted.

Select

https://sandbox.orcid.org/0000-0003-1 7N

This record is active on orcid.org

https://sandbox.orcid.org/0000-0003-18 1N

This record is active on orcid.org

https://sandbox.orcid.org/0009-0000-2 NN

This record was deactivated on orcid.org and can be deleted.

https://sandbox.orcid.org/0009-0009-4 1 N

This record has been merged into the following ORCID iD that you have already
connected: https://sandbox.orcid.org/0000-0003 - I You can safely
delete the ORCID iD marked as merged.

. Active Merged . Deleted
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Limitationen

“The ORCID iD and the access tokens can
then be securely transferred to any other
System that your organisation needs to capture
ORCID iDs such as your CRIS system, HR or
an institutional repository. ”
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Limitationen

ORCID
authenticatad
redirect user, ORCID D
authenticate, access loka’n
authorize refresh token
authenticated
Y ORCID iD,
e i Institutional Centralized access token,
A Sign-In B} refresh token
() TD ORCID iD ®
collection

authenticated
@ ORCID iD, token breach risk
access token

Identity
Management

—
—

Institutional
Sign-n

Information to ed to Service

First name(s)

Orcid https://sandbox.orcid.org

Pseudonymous |
service-specific id ]
Surname I

Orcid Access Token ec6c2798- M
Data 2043-09-21

/read-limited openid /activities/update

authenticated “ Service

ORCID D,
access foken

token breach risk

authenticated
ORCID iD,
access token,
publication
item
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Limitationen

ORCID
diract authenticated
:ut:::ui::fer . ORCID D,
authorize accsss token,
refresh token
authenticated
ORCID iD,
::‘:' In::IgL:IT: . Centralized :‘exlr‘;:; l:;:;rrr‘
[ ]< ORCIDID ®
collection

authenticated
ORCID iD, token breach risk
access token

Identity
Management

—y

Institutional
Sign-In

authenticated Servios

ORCID D,
‘access loken

token breach risk

authenticated
ORCID D,
access token,
publication
item

Information to be Provided to Service

First name(s) I

Orcid https://sandbox.orcid.org

Pseudonymous |
service-specific id I
Surname I

Orcid Access Token ec6c2798-
Data 2043-09-21

/read-limited openid /activities/update

« Token wird dem Nutzer angezeigt und kann

missbraucht werden
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Limitationen

Information to be Provided to Service

ORCID
First name(s) I
— authentcatod -
auihenicalo, I Orcid https://sandbox.orcid.org
— |
Pseudonymous .
authenticated
O Institutional Centralized acoess token, Identity L SpeCIﬁC id
. :g 5‘9"4"'» ORCID iD refrash token Management 5
[ e urname ]
LS ® collection ® é
Orcid Access Token ec6c2798- NG
Data 2043-09-21
authenicated R /read-limited openid /activities/update
@ ag}:g‘!lﬁ’%n token breach risl
Institutional L] L]
-  Tok d dem Nut t und k
e R oKen wir e utzer angezeigt un ann
ORCID iD, OCRCID D,
‘access token access loken,
publication

token breach risk

item

missbraucht werden

 Jeder Dienst, dem das Token
weitergegeben wird, ist ein potenzielles
Risiko

82. DFN-Betriebstagung - Annalena Reuss, Universitat Tiibingen, 25/03/2025

| 18



EBERHARD KARLS

UNIVERSITAT
TUBINGEN

Limitationen

— authenticated
szt | | oo

authorize " access token,

refresh token
authenticated

ORCID iD,
ey Institutional li access token,
o Sign-In Central 'z.ed refrash token
LJ T’ ORCIDID @
collection

authenticated
@ ORCID iD,
access token

‘ token breach risk

Informatiopn ‘ovided to Service

Identity

]
Access Token ec6c2798- I
2043-09-21

/read-limited openid /activities/update

Ingtitutional
Sign-In

authenticated
ORCID ID,
‘access loken

Service

Jeder st, dem das Token

weitergegeben wird, ist ein potenzielles
Risiko

82. DFN-Betriebstagung - Annalena Reuss, Universitat Tiibingen, 25/03/2025

| 19



EBERHARD KARLS

UNIVERSITAT
TUBINGEN

Losungsansatz: Proxy

« Dazwischenschalten eines
Proxy Dienstes (REST-API), der
mit dem ORCID Record
interagiert

a) b)
- register register
Centralized
ORCID iD ORCID Service Proxy
collection Client ID, Proxy Glient D,
I ClientSecrat Proxy ClientSecret
shars !
Client ID, Client |
Secret |
|
Y
Proxy
c)
ORCID <
N Client ID,
Client Secret
+
auth. ORCID
® iD, acosss
" authenticated toksn
radirsct usar, :
authenticate, ORCID D, publication L2, optional: request user confirmation
authorize access token, item bsfors publication is pushed to
refresh token
authenticated
ORCID D, i
~ Institutional Centralized acoess token, Identity ¢—ORCIDD
Sign-In N rafresh token
@ ORCID iD @ Management @ Proxy
collection - e
A
_ access token handling
authenticated
ORCID iD
Proxy Client ID, Proxy Client Secret
+
Institutional ® auth. ORCID iD, publication item
® Sign-In
Service
<
@ Status

Message
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Proxy - Workflow

a)
. raegister
Centralized >
ORCID iD
collection Cliont ID.
| ClientSecrst
shars
Client ID, Client |
Secret |
|
v
Proxy

ORCID

b)

Service

registar

Y

A

Proxy Client 1D,
Proxy ClientSecret

Proxy
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Proxy - Workflow

9

ORCID.org [

auth. ORCID iD,

@ @ access token,
publication item
- authenticated
red'.lhlem_user, OQRCID iD, access -
authenticate, token, refresh 4r;>{ E optional: request user confirmation before
authorize token publication is pushed to ORCID
authenticated
b ORCID iD, access h
™ Institutional Sign- - token, refresh . ORCID iD
T Centralized token Identity «
@ ORCID iD @ Management @ Proxy
. - »
collection — —
A
access token handling
anthenticated
ORCID iD
Proxy Client ID, Client Secret
+
Institutional Sign- @ auth. ORCID iD, publication item
®
4 Service

-
<

@ Status Message
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Fazit

« ORCID iD kann Uber LinkID einfach mit bestehenden Nutzerkonten verknupft
werden

» Organisationen, die ORCID Berechtigungen mit weiteren Diensten teilen wollen,
sollten die Implementierung eines Proxy Dienstes in Erwagung ziehen, der die
Interaktion mit ORCID Records Ubernimmt

- Token Breaches verhindern
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2023 Third International Conference on Digital Data Processing (DDP)

Zusatzliche Infos

Trust 1ssues: Why we should handle ORCID trust

markers with care and how we can improve their

trustworthiness through more secure workflows in
ORCID integrations

1% Annalena Reuss 2" Axel Braun 3 Ramon Pfeiffer
Zentrum fiir Datenverarbeitung Universititshibliothek Ze fiir D beitung
Eberhard Karls Universitiit Tiibingen — Eberhard Karls Universitiit Tiibingen — Eberhard Karls Universitiit Tiibingen
Tiibingen, Germany Tiibingen, Germany Tiibingen, Germany

hutps://orcid.org/0000-0002-7631-7229  https:/forcid.org/0000-0003-2879-2970  https://orcid.org/0000-0002-4059-7038

https://ieeexplore.ieee.org/abstract/document/10418834

Abstract—Initially developed to facilitate author identification,
ORCID (Open Researcher & Contributor ID) provides persistent
identifiers (ORCID iDs) to researchers and since has become an
elementary part in research and academic publishing. Being a
community-driven effort, that allows user generated content, one
of ORCID’s core values is trust. This is also reflected in the
trust markers, which are placed on every entry in an ORCID
record to assert its data provenance. Trust markers are usually
organizations, that an ORCID record holder has authorized to
update their record and act as a trusted party. During the
authorization process, an access token which is required to update
the ORCID record, is issued to the trusted party. This paper
examines the trustworthiness of trust markers: on the one hand,
access permissions and tokens can be shared between multiple
services, on the other hand, token breaches are a well-known
threat. Breached access tokens allow to modify an ORCID record
in the name of a trusted party, thus invalidating the credibility
of trust markers. We propose a secure approach for institutions
wanting to share access permissions with multiple services. This
will enhance the trustworthiness of ORCID’s trust markers and
increase their value to researchers and organizations.

of trust include fake ORCID records [5], over-identified users
(i.e., multiple ORCID records for one individual), overloaded
ORCID records (i.e., records held by organizations listing pub-
lications of all their affiliated authors) [6] and even academic
fraud (i.e., researchers claiming credit for work of others)
[7]. To address these threats ORCID already has measures
in place, e.g., the completion of a CAPTCHA is required for
the creation of an ORCID record to minimise the registration
of fake accounts by bots and heuristics are applied to detect
spam accounts. ORCID records that claim credit for other
researchers” work or contain deceptive information in an
attempt of academic fraud are much more difficult to monitor
[7]. Therefore, ORCID clearly forbids this in their terms of use
[8] and encourages the community to report any concerning
claims [7].

To assert the data provenance of ORCID record entries,
ORCID places so called “trust markers” on each item of an
ORCID record, which are displayed as the “source” of the

82. DFN-Betriebstagung - Annalena Reuss, Universitat Tiibingen, 25/03/2025
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