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j\ Themen

* Historie

* aktuelle innovaphone-Infrastruktur am MPIDR
e Active Directory-Einbindung

e Softwareentwicklung (Belegtfeldanzeige)

* Monitoring
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7\ Historie

70. DFN-Betriebstagung, 19.03.2019

e damals DeTeWe OpenCom 1300 (Rostock, S2M) und
OpenCom 1010 (AulSenstelle Berlin, zwei SO)

ca. 400 Nebenstellen (Telefone, Faxserver, usw.)

e Zwangsumstellung auf SIP-Trunk
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Historie

A

MAX-PLANCK-INSTITUT MAX PLANCK INSTITUTE
FUR DEMOGRAFISCHE  FOR DEMOGRAPHIC
FORSCHUNG  RESEARCH

S2M-SIP-Gateways
am DFN-VolP-Anschluss

N\

. . Frankfurt s2m
Dirk Vieregg :
70. DFN-Betriebst 19.03.2019 .-- l!@
! -Betriebstagung, 19.03. — —
T T el
T ] -
T SIP-52M

Gateway TK-Anlage

Hannover
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7\ Historie

e Test von verschiedenen S2M-SIP-Gateways

* Entscheidung flir innovaphone IP3011

03/2019: erfolgreicher Abnahmetest Telekom
06/2019: Rufnummernportierung

e Konfiguration war bis 2023 erfolgreich im Einsatz
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7\ Historie

 Umfrage im Rahmen der Corona-Telearbeit
* Was ist ein Vorteil von Telearbeit?
,lch werde weniger in meinen Tatigkeiten gestort.
* Was ist ein Nachteil von Telearbeit?
,Ich kann meine Kolleginnen und Kollegen nicht
telefonisch erreichen.”
= Es werden Softphones benotigt.
= Konsequenter Umstieg auf VolP fur alles.

o
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innovaphone-Infrastruktur am MPIDR

n L

Frankfurt

Private Branch

Session Border
Controller & Exchange
Reverse Proxy

Hannover
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j\ innovaphone-Infrastruktur am MPIDR

* alle Server sind virtuelle Maschinen
» Session Border Controller (SBC) / Reverse Proxy (RP)
* Private Branch Exchange (PBX)
* VOIP-API (eManager)
* VOIP-APPS
* Firewalls
e Telefone: IP111
* Analogadapter: IP29-2

(Restfax, Sprechstellen Zutrittskontrolle)
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innovaphone-Infrastruktur am MPIDR

18:12 wl T -

* Softphone: innovaphone myApps

What I'm doing now....

Q
4" innovaphone myApps — (] X
What I'm doing now... =
Search contact... Q
° Q v
FAVORITES HISTORY SEARCH DIVERSION DIAL ’I 2 ABC 3 DEF

4 GHI 5 JKL 6MND
7PQRS 8 UV gwxvz
*x 0 #

1 D Ac 3 DEF
4 ¥ 5§ K g[uNo
TPQRS 8 UV gwxvz x]

* 0 #

° Q N
L€3| FAVORIT... HISTORY SEARCH DIVERSI... DIAL
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j\ Active Directory-Einbindung

* Anforderungen
* moglichst automatisierte Einrichtung, Konfiguration und
Entfernung von Nebenstellen
e Ubersichtliches Management
* Single Sign On (ADFS, privacylDEA)
e evtl. Self Service im Intranet



j\ Active Directory-Einbindung

Myers Myers 401 Myers root  pbx manage_ 0900 cManager_Group MPIDR +  Template_Phone_EN+ 10.7.2.14
Malone Malone 402 Malone root pbx manage 0900+ +  Template Phone EN+ 10.7.2.179
Montoya Montoya 403 Montoya root  pbx manage 0900 eManager Group MPIDR +  Template_Phone_EN+ 10.7.2.186
Moran Moran 404 Moran root pbx manage 0900+ +  Template Phone EN+ 10.7.2.149
Mood [etNECIEI User License Apps DECT
Voice
- Type User v
Volgh Description | | Hide from LDAP ] New Account (]
analy Long Name | Malone | Display Name | Malone, Romy |
1 Name | Malone | Number |4U2 | Critical [
E-Mail MaloneD;|Malone
Password | | retype Password | |
Node Local O
=
Send Number | | External | |Dialin[J  URL [ |
Group Indications
Config Template | Template_Phone_EN A |
Trace O
~Devices
Hardware Id Name App PBX Pwd|Na IP Filter| TLS only|No Mobility| Config VOIP|Reverse Proxy|Single Reg.|Media Relay|No SRTP
|Malone [l I [m] O O O O ] ] ] ]
| Softphone_Malone | | Softphone | |soﬂpho ne | O O O O O O O O O
|009033402402 | |[Hardphone |[phone [m] O O O O O O O O
| Il I |0 O O O O O O O O
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j\ Active Directory-Einbindung

 MPIDR: automatisiertes On- und Offboarding
 Datenbank (Mitarbeiter, Gaste)

* Powershell-Skripte (LDAP, REST, ...)

* Active Directory
e Zutrittskontrolle
e Zeiterfassung

* innovaphone stellt leider kein API (z.B. REST) fiur die
Konfiguration zur Verfliigung
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j\ Active Directory-Einbindung

* Losung: effexx eManager

* Bindeglied zwischen Active Directory und innovaphone

 |auft auf Windows Server mit IS

* Ersteinrichtung von Nebenstellen

* regelmaliger Abgleich von Konfigurationsdaten
(Apps, Templates, Softphones, DECT, Sammelgruppen,
Pickup- und sonstige Gruppen)

* vertrieb-its@effexx.com (nicht auf Website)
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j\ Active Directory-Einbindung

Directory Name
ﬁ eManager_Device Hardphone
ﬁ eManager_Device_Softphone
ﬁ eManager_Termnplate_Phone_DE
ﬂ eManager_Ternplate_Phone_EM
ﬁ Reserved110Phone
ﬁ Reserved112Phone

User properties for Vieregg on

Description

name="F

hw="5oft

German phone interface
English phone interface

General Profile Hours Logon Account Teminal Motes
Address Organization Personal Securty  Object Contact Groups
Groups Path

m eManager_Template_Phone_DE

CM=eManager_Template_FPhone_DE.QU
|

Dirk Vieregg, vieregg@demogr.mpg.de

Display Mame

reserved phone nurmber 110

User properties for Vieregg on

reserved phone number 112

Group Type

Glebal - (Security)
Global - (Security)
Glebal - (Security)
Glebal - (Security)

General Profile Hours Logon Account Terminal Motes
Address Organization Personal Securty  Object Contact  Groups
Phone and Contact Addresses
Add..
Other Phone  00903358abef aillad
Phone 101
Remaove

innovaphone an einer Forschungseinrichtung - Active Directory-Einbindung, Softwareentwicklung, Monitoring
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7\ Active Directory-Einbindung

HTTP NTP Update Logging (NS SNMP Telnet DNS Netlogon OAuth2

-Replication Typi

Type| Active Directory Rep\icalionV|

~Active Directory Replication
Enabla
Server 636 TS|

DN Show options... DC=
LDAP Filler (&(objectclass=user)(telephoneNumber="
Pol Timer i

User on- o-
—

~In Map:
Source Attribute Assignment Pattern
LI |sAMAccountName H%sAMAccnuntName
LI |disp|ayName H%displayName
L g |te|eph0neNumber H%lelephuneNumber
| I
- Out Map:
Dest. Attribute Destination Value
|cn | |%sAMAcccunlN ame |
|dn | |%displayNa me |
|e164 | |%telephoneNumber |
|email | |%sAMAcccunlN ame |
|nnde ||root |
|\oc ||pbx |
[h323 | [%sAMACcountName |
|
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j\ Active Directory-Einbindung

» Self-Service im Intranet geplant

Phone Configuration

Available Phone Numbers 101 -

[J Hardphone 00:1A:2B:3C:4D:5F v

[ Softphone

Language

=> Ubernahme ins AD und von dort Replikation zur PBX
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j\ Active Directory-Einbindung (SSO)

HTTP NTP Update Logging LDAP SNMP Telnet DNS Netlogon JEeNG¥8 Let's Encrypt Reverse-Proxy

Enable

DMS name of this gateway | |
OpenlD well known configurations URL |htlp5:H [ well-known/openid-configuration |
Client ID | |
Scope |e.g. ‘openid’ for Azure |
Additional authorize URL query |e.g. ‘&prompt=login’ |
Redirect URI https:// '0AUTH2/oauth2_login.htm

Depending on your OpenlD server, you may need to map JSON property names handed by your OpenlD provider inside the ID token.
You can open the configurations URL in your browser and check the claims_supported array.
Leave the fields empty if your server already hands the comrect properties:

upn {unigue email address) e.g. email

| OK |
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j\ Softwareentwicklung

* Anforderung Belegtfeldanzeige flr Rezeption
* einfacher Uberblick tiber alle Nebenstellen
e Sortierung nach unterschiedlichen Kriterien
* einarbeitungsfrei
* Windows 11

* eigentliche Vermittlung erfolgt per Telefon



7\ Softwareentwicklung

e Test der innovaphone Switchboard App

Switchboard

@ _) innovaphone AG | innovaphone license
[ ) N N e

The Switchboard App is the modern
switchboard workstation for the innovaphone
PBX. Calls are quickly answered, managed and
forwarded directly. Presence status, waiting
queues and active calls are clearly displayed -
for efficient call management.

B0BRBE
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X SWITCHBOARD

bga

oy UsersApi

’ Benjamin Gaillard (Development)
¥, On the phone

{@  bga@oo01Binnovaphone.com | 205

B bga@o0018.innovaphone.com
&% ContactsApi

’ Benjamin Gaillard
Wy On the phone

@ +49 30318798205

8 ke

[E Busy lamp field
~ BLF

“  Marc Poulsen (IT-Support) | 180
‘ 3 . Vacation
AV

b

E Tyler Carter (Fuhrpark) | 225

E)] TOVA
a

i

Dennis Feeney (Management) | 200
Sales Call

Holly Conner | 135

A Marketing
R Suren sommer {Marketing] | 126
W teRuee

+ Add group

j\ Softwareentwicklung

0008 -

Connect  Disconnect Mute Hold Park Transfer  Conference

- D ES

Fickup  DTMFinput  Notes Callback

(] In the waiting queue

Incoming calls

Benjamin Gaillard

(Development) | 205 Luca Cattaneo | 175

01:21

A Outgaing calls

o4 Transferred calls

Pa Parked calls

Waiting queues + Add waiting queue

CB insights |

Sales

Marketing

Support

History

¥ Benjamin Gaillard (Development) | 205

00:0022 4/13/2026, 30957 AM

¥ Holly Connor [ 135 00:00:09
4/13/2026, 90458 AM

K+ Holly Conner | 135 00:00:00
4/8/2026, 12:52:12 PM

A Holly Connor | 135 00:00:00
4/8/2026, 12:52:04 PM

A Luca Cattaneo (Marketing) | 175 00:00:00
4/8/2026, 124958 PM

R Luca Cattaneo (Marketing) | 175 00:00:00
4/8/2026, 12:4%58 PM

A lura Cattanan (Markatina) | 175 0000
4/13/2026 3:18:25 PM

.0

ooo
g
888
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j\ Softwareentwicklung

 Hauptprobleme (Stand 2023)
e fUr unsere Rezeption zu komplex
* vor allem aber zu leicht durch die Nutzer konfigurierbar,
d.h. nach jeder Nachtschicht sah immer alles anders aus
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j\ Softwareentwicklung

e kein REST-API, aber SOAP

(https://wiki.innovaphone.com/index.php?title=Reference:SOAP_API)

 Windows .NET-Applikation (C#)

e Aufbau eines dauerhaften Kanals zur PBX

 minutliche Aktualisierung der Teilnehmerliste

e asynchroner Poll-Prozess, der bei Statusanderungen
antwortet (Long Polling)

* bei Antwort: Auswertung des Status und Anderung der
Anzeige, erneuter Start des Polling-Prozesses
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7\ Softwareentwicklung

A\ Innovaphone @ MPIDR = o X

Max Planck Institute for Demographic Research
Innovaphone: User Status © Sort by Name O Sort by First Name (O Sort by Number

—— Vieregg, Dirk (101)
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Monitoring

* Einbindung in PRTG

 Lizenznutzung: https://<PBX>/PBX0/info.xml

<lic
<lic
«lic
<lic
¢lic
<lic
<lic
<lic
<lic

name="Port"” version="16" count="143" used="118" local="118" slaves="8@" key="true"/>
name="5tandby™

name="TPWVA"

name="Fax"

name="VoicemailUser" Port
name="UC"

name="App(phone)"”

name="App(softphone)™
name="App(innovaphone-switchboard)"” version="14" count="1" used="@"
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j\ Monitoring

 vHardware
e /LOGO/CNT/mod_cmd.xml?cmd=xml-count&pos=23&x=0
e /LOGO/CNT/mod_cmd.xml?cmd=xml-count&pos=23&x=2

CPU Memory

27 # : |

2%#
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7\ Monitoring

* Gerateregistrierungen
e /PBXO/ADMIN/mod_cmd_login.xml?cmd=show&reg=*
e z.B. Firmware-Update

=) ) =) ) =) ) =) ) =} n =) n =} n =) n
0 T < - «a T < o o T < - 0 A < -
S =] — — - =) & & & & & & s} [} < <
<) S) =) =) =) =) o =] 5] 5] o =) =] o =) =)

[0 Downtime 16r1 sr3[16.1.0936/161093... 16r1 sr4 [16.1.0979/161097...

Dirk Vieregg, vieregg@demogr.mpg.de innovaphone an einer Forschungseinrichtung - Active Directory-Einbindung, Softwareentwicklung, Monitoring 26



j\ Fazit innovaphone

* Endgerate leicht bedienbar
= praktisch kein Supportaufwand
e gut in unsere Umgebung integriert
e automatisiertes On- und Offboarding (eManager)
* Single Sign On mit MFA (OAuth?2)
* deutscher Hersteller, vollstandig On-premises
* grofRes Okosystem
(ca. 120 Apps verschiedener Hersteller)

(https://www.innovaphone.com/de/produkte/software/uebersicht-alle-apps.htmil)



j\ Fragen

Frankfurt

Session Border Private Branch
Controller & Exchange --\

Reverse Proxy

Hannover

VOIP-APPS
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