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* Deutschlands gréBte biomedizinische
Forschungseinrichtung

* Teil der Helmholtz-Gemeinschaft und der Deutschen
Zentren fir Gesundheitsforschung

- Uber 100 Abteilungen und Forschungsgruppen,
21 Core Facilities und 5 Forschungsschwerpunkte

» 3.558 Mitarbeiter und Mitarbeiterinnen aus 89 Nationen
(Stand August 2026)

* Translationszentren in ganz Deutschland
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Datacenter Network Lifecycle

Grund und Inhalt des Lifecycles

End-of-Life Datacenter Netzwerkinfrastruktur
(EoLA 2020, EoSW 2022, EoSEC 2024, Eol. 2026)

Betriebsmodus an Skalierungsgrenze

Bandbreiten Engpasse im DC-Backbone
(Ost/West-Traffic)

Technologie Limitierung

Administrativer Aufwand hoch und steigend

Tausch der EoL Netzwerkinfrastruktur

Umstellung des Betriebsmodus auf Cisco ACI
(Cisco Application Centric Infrastructure)

Konsolidierung der parallelen ,Netzwerk-Welten”
Ausbau des CORE zu einem Inter-Pod Network (/PN)

Automatisierung des Datacenter-Netzwerks
(,Infrastructure as Code” Dashboard/Portal und Dokumentation)
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Datacenter Network Lifecycle
Hardware Lifecycle
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Datacenter Network Lifecycle
Wechsel des Betriebsmodus

Klassische Konfiguration (Cisco L))

interface GigabitEthernetl/0/1
description [VL 237 - Netzwerk-Devices]
switchport access vlan 237

switchport mode access

spanning-tree portfast

Objektstruktur in Cisco ACI

Logical Architecture Physical Access Policy Architecture

Leaf Profile

VRF

‘ Interface Profile Leaf Selector

Access Port Selector ’ ‘ Leaf Switch ’

AEP Leaf Policy Group ‘ Leaf Switch l
[
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Road to Automation
Fabric Administration — GUI vs. ANSIBLE (infrastructure as Code)

Fabric- und Tenant Sektion » Selfmade (GIT CI/CD)
Submenti-Verschachtelung fiir Objekte * Relativ komplex im Aufbau, mehr als 300.000 Zeilen YAML
,1001 und 1Klick” * Playbook Run-Time >7 Stunden
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Road to Automation
Fabric Administration — Automation Portal

Datacenter
Operations Portal
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Datacenter Operations Portal (DCOP)
Automatisierung und Prozess-Modellierung

Server -Admin

o Erstellt NCR fir Server
o Initialer Antrag
o Anderung
o Loéschung

Netzwerk -Admin

Bearbeitet alle NCRs
veranlasst Deployment
erstellt Netzwerk Profile
definiert alle Netzwerke
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Datacenter Operations Portal (DCOP)
Aufbau und Schnittstellen

------------ - G DKFZ AD / M365 @ @

& KEYCLOAK <-------

Frontend

Kubernetes

------1--

----------------------

Backend E ARRLELELEILILILELE .

-h-l--d

- S . I B O0B Switches
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Datacenter Operations Portal (DCOP)

Application Overview

DC Operations Portal

Overview

Servers

Port Profiles

Documentation

Reports

Leaf Switches

ACI Synchronization

Settings
APIC Endpoints
Support Emails

Event Emails

-
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DCOP Health St

& Last check: §

@ ACIFabric

@ Bookstack

BPM

Q

@ Database
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DC Operations Portal

Overview

Servers

Port Profiles

Documentation

Reports

Leaf Switches

ACI Synchronization

Settings

APIC Endpoints
Support Emails

Event Emails
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Home > Servers

Q hy

DKFZ-Heidelb

hv-cpul0-24
DKFZ-Heidelby

hv-cpull-24/
DKFZ-Heidelb

hv-cpul2-24
DKFZ-Heidelb

Marc André Orians

NTT

DC Operations Portal

Overview

Servers

Port Profiles

Documentation

Reports

Leaf Switches

ACI Synchronization

Settings

APIC Endpoints
Support Emails

Event Emails
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Home > PortPr

Q Search

Name

ITCF DKFZ

ITCF DKFZ

ITCF DKFZ

ITCF DKFZ

O Legacy |

O Legacy |

ITCF DMZIT|

ITCF FW20.

1

DC Operations Portal

Overview

Servers

Port Profiles

Documentation

Reports

Leaf Switches

ACI Synchronization

Settings
APIC Endpoints
Support Emails

Event Emails

Home » Documentation

Updated 7 days ago
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Datacenter Operations Portal (DCOP)
Application Overview - General

= NITRara B¢ ermseom- * Health Visualization:
A 5COP Health St * Cluster Tracking (,ReadOnly-Mode”)
. * Module Tracking

FES ~ Last check: a few seconds ago & Re-synchronize ACI
. * Tracking Objects (~5 min)
Port Profiles Configured APICs
5 - Priority URL Status Last Check b FO r Ce d R e _Sy n C
'ocumentation
1 https://aci-dc00-r12-ac-0002.inet.dkfz-heidelberg.de & 2.9.2026,16:23:06 'Y N f H H .
. otification:

2 https://aci-dc00-r12-ac-0001.inet.dkfz-heidelberg.de © standby 2.9.2026,16:22:46

Leaf Switches 3 https://aci-dc00-r97-ac-0003.inet.dkfz-heidelberg.de © standby 29.2026,16:22:46 b Ofpha ne d ObjeCtS a nd reaSSIQnm en t
ACI Synchronization 4 https://aci-dc02-r0201-ac-0004.inet.dkfz-heidelberg.de Ostandby  2:9.2026,16:22:46 ° C on f i g ura t i on G E T_ / PO S T_ E rrors

5 https://aci-dc02-r0201-ac-0005.inet.dkfz-heidelberg.de © standby 292026, 16:22:46

Settings v ° M 1 .
2.9.2026,16:22:46 a nag I ng.

6 https://aci-dc02-r0101-ac-0006.inet.dkfz-heidelberg.de © standby

© raic Voren 6060 * Bridge Domains
APIC Nodes b EPGS

APIC Endpoints

Support Emails

Event Emails
1D Node Name Mode Operational State Admin State Health ° VLAN P I
1 aci-dc00-r12-ac-0001 active 00
2 scao0acoo? * Version-Control / Rollback
3 aci-dc00-r97-ac-0003 active ° . d
_ _ Documentation Update

4 aci-dc02-r0201-ac-0004 active
5 aci-dc02-r0201-ac-0005 active
6 aci-dc02-r0101-ac-0006 active U Q com I n g

© Bookstack Bookstack (Database: true; Cache: true; Session: true; Book:'BDOK - ACI [ 3 ]: Datacenter Operation Portal (DCOP)')

© BPM Temporal 1.29.1

© Database PostgreSQL 1519 (Debian 1519-0+debl2ul) on x86_64-pc-linux-gnu, compiled by gec (Debian 12.2.0-14+debi2uT) 12.2.0, 64-bit 4 Ma na g [ n g Te nan t/ VR 'L_/ A ,D p I [ ca t [ on- P ro f[ I es
* Fabric Assets. Spine- & Leaf-Switches
* EventAudit
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Datacenter Operations Porta

| (DCOP)

° [ ] ° [ ]
= DL e e n C Marc Andre Orians v
Overview Home > Port Profiles = L\JEIBBQIEI n C Marc Andre Orians ~
Q Search Y P
Servers Overview Home » PortProfiles » itc-dkfz-cloud-harvester-netst =  INTT D n
DC Operations Portal
Port Profiles Name B 37NCRs | =37 servers
Servers
Gy Home > PortProfiles > itcf-dkfz-clgud-harvester-network-lacp-tagged
ITCF DKFZ Cloud - Harvester Management
Documentation &l y
Port Profiles General Profile Type B B 37NCRs | 537 servers
Reperts ITCF DKFZ Cloud - Harvester Network // LACP Port Type SERCE
Documentation )
. FTCF DKEZ Cloud - Rancher / LACP / taggedl] Port Profiles General Profile Type Bundle Name itcf-dkfz-cloud-harvester- Port Profile Servers
Reports v Port Type Trunk network-lacp-tagged
- c i
ACI Synchronization Py D Display Name  ITCF DKFZ Cloud - Harvester > hv-cpu01-20-tp3
ITCF DKFZ Cloud - Storage // LACP // tagged Leaf Switches Description Network // LACP // tagged
Settings Reports v v hv-cpu02-20-tp3
¢ oL ITCF DMZCOIAGO2 // LACP /. ACI Synchronization no description Platforms  ACI
egacy untall
APIC Endpoi Leaf Switches N _ Go To Server
ndpoints Categories  profile_ag-compute
Settings v .
Support Emails © Legacy ITCF DMZITAGO1 // LACP // untagg| EPG/VLANs EPG_DMZITALO: ACI Synchronization Description Current NCR
oot £ APIC Endpoints no description Server
vent Emalls ITCF DMZITAGO1 // LACP // untagged Settings v NCRPhase
Support Emails
Policies Attachable Enti GRS Creator
© Legacy ITCF DMZSOIDLO // LACP // unta EventEmails EPG/VLANs EPG_DMZITALO3-FI02 (312) EPG_DKFCLOUDOI-FIO1 (3125)
AEP_phys_stat
Support Emails
Created
ITCF DMZSOIDLO1 // LACP d Link Level Policy reate
Event Emails Updater
ifPcy_auto Policies Attachable Entity Profile CDP Policy
ITCF DMZSLO1// LACP // untagged AEP_phys_stat ifPcy_cdp-off
STP Interface P
” bod y Updated
ifPcy_bpduguare Port Channel Policy Link Level Policy
© Legacy ITCF Exchange HBO1 // untagged Port Profile
ifPcy_lacp-active-individual ifPcy_auto .
> Show other Switches
ITCF Exchange HBO1// untagged
LLDP Policy MCP Policy
ifPcy_lldp-on ifPcy_mep-on

ITCF FW20-EDGE - DMZ // LACP // tagged

Back

19 | 07.10.26 | Marc André Orians

STP Interface Policy
ifPcy_bpduguard-on

> hv-cpu03-20-tp3
> hv-cpu04-20-tp3

> hv-cpu05-20-tp3

C _ MarcAndre Orians v

hv-cpu02-20-tp3
Current

Christoph Schabert
<christoph.schabert@dkfz-
heidelberg.de>

15.9.2025, 12:52:29

Marc Andre Orians
<m.orians@dkfz-
heidelberg.de>

15.9.2025, 14:59:14
2133,2134
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Datacenter Operations Portal (DCOP)

[ ] [ ] [ ]
B oo
Overview Home > Servers = D'\cr[!;!:aer?;[g n C Marc Andre Orians ~
[ x _ )
Servers O Home > Servers > €230-dgxi-1 = L] n C Marc Andre Orians v
Port Profiles o
Name Servers & Refresh Overview Home > Servers > €230-dgxl-1 > Create NCR
Documentation hv-cpu01-20-tp3 § NCR Status Created By Marc Andre Orians
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 Port Profiles Servers
Current Server ©230-dgxl-1 Netbox Implementation
R hv-cpu02-20-tp3 . Port Profiles Location NEXSPACE / DCNXSO1/ DCNXS01-28 / 28.0 Date
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 Documentation
. P ————
i Sliies en02200s NCR Status Documentation ] Cable 1
ke = e Reports A{ Name Suffix Profile [ switch Switch Port Label
ACI Synchronization DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 i 1
) v Deployment status Reports NS management (Copper) (I0S) Console / OOB/ ILO - DCNXS i SWi3436¢-denxs01-26 (ios- Gil/0/15 B4009 S i 1
hv-cpu04-20-tp3 ezl Buufisditzs ios-oob-ilo-denxs | swi3436c-denxs01-26) : 1
Settings DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 @ management Leaf Sy . 1
ACI Synchronization o -
. hv-cpu05-20-tp3 © bon ACI Synchronization © Add Standalone Port
APIC Endpoints DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64
Settings v ‘
Support Emails hv- p3 Archive Settings v
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 APIC Endpoints APIC Endooint Port Bundles
Event Emails ndpoints
hv-cpu07-20-tp3 .
e Support Emails v Hide Suppo R
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 v bond0 LACP GPU Compute Cluster // LACP // untagged | gpu-compute-clusterOl-lacp-untagged no suffix tag s H
-tp3 Event Emails Event Emails
AWCPUVS-ZU-tp> Deployed At
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 Bundle Name Type
28.08.2026 13:24 bond0 LACP
hv-cpu09-24-tp3
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 20.08.2026 15:58 Port Profile Suffix Tag
hv-cpul0-24-tp3 (Ach
DKFZ-Heldetberg / B-0-304 (DCTP3) / SBDC64 GPU Compute Cluster // LACP // untagged | gpu-compute-cluster0l-lacp-untagged
hv-cpull-24-tp3 Ports
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 ([ = e e e e
Server Port. I Switch Switch Port Cable Label I
hy-cpul2-24-tp3 th-1-1 (Fibs I aci-deos-r25 th1/8 4017 .
DKFZ-Heidelberg / B-0-304 (DCTP3) / SBDC64 GHHRIEE) i aci-debs>mres- il VA 1
i alc-2423 (2423) 1
INECRUISE2 RIpa) eth-1-2 (Fiber) I aci-de05-125- ethl/8 2018 . I
NVE7_Linidalharn / B-A-20A INCTD / GARCEA VA 1
| alc-2424 (2424) i
G o ——— -

20 | 07.10.26 | Marc André Orians

© AddPort

Cancel Submit
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Datacenter Operations Portal (DCOP)
Application Overview — NCR Deployment

QOO0 O

Home > Servers > e230-dgxl-1

& Refresh

Current

NCR Status (\Q Deployed)

v Deployment status

@ management

@& bond0

il APIC (DKFZ Fabric 1)

System  Tenants Fabric

Inventory |  Fabric Pol

Virtual Networking Admin Operations Apps Integrations

Policies

> Quick Start
B interface Configuration

h Configuration

= Modules
& Interfaces
[ Leaf Interfaces
W Profiles
W Policy Groups
[ Leaf Access Port
[ PC Interface
[ VPC Interface (624)
1-1_bond0
[ PC/VPC Override
[ Leaf Breakout Port Group
[ FC Interface
[ FC PC Interface
ELLR NS EEEEEEEEER
[ Spine Interfaces
= Policies

&= Physical and External Domains

= Pools

PC/vPC Interface Policy Group - VPG_e230-dgx1-1_bond0

}2'.';':;';' APIC (DKFZ Fabric 1)

System Tenants Fabric Virtual Networking

Inventory |  Fabric Pol Access Policies

Admin Operations Apps Integrations

- QOOOOO

Policies

C» Quick Start
B Interface Configuration
B switch Configuration cisco
& Switches
B Modules
[ Interfaces
B Leaf Interf
&= Profil
Bl 1Fp_2423
= Policy Groups
B Leaf Acce: R TN akrz
& Application Profiles

@ APP_dkfz

System Tenants Fabric

TN_dkfz

[ PC Interface

[ PC/VPC Override
& Leaf Breakout Port Group
& FC Interface

[ FC PC Interface
& Application EPGs

5% EPG_GPU-Cluster01

il APIC (DKFZ Fabric )

Virtual Networking

& Policies [ Domains (VMs and Bare-Met

L nbers
B Physical and External Domains ¥ &y a, Bl EPG Members

[ Pools & static Ports

4/Node-2405-2406/VPG._.

d-4/Node-2405-2406/VPG..

2406/VPG._.

2406/VP

/Node-2405-2406/VPG.

/Node-2405-2406/VPG.

/Node-240!

06/VPG_

/Node-2405-2406/VPG_|

Admin

- QOOOOO

Operations Apps Integrations
|

TN_dkfz | TN_medical-zone | TN_deNBI | infra

Properties
Path: Pod-4/Node-2423-2424/VPG_e230-dgx1-1_bond0
Path Description
Port Encap (or Secondary VLAN for Micro-Seg): VLAN 3112

Integer Value
Deployment Immediacy: On Demand
Primary VLAN for Micro-Seg: VLAN
Integer Value
Mode: ( Trunk | Trunk (Native) —[EESSEESI(UNIEIREN)
IGMP Snoop Static Group:

“ Group Address Source Address.

MLD Snoop Static Group:

~ Grovn Addracs Snuree Addrase

Policy

Show Usage

qQ

Faults  History
o r %K.
+
+



Datacenter Operations Portal (DCOP)
Application Overview - Documentation Export

BD_legacy_VLAN49

BD_legacy_VLAN344

BD_aci_VLAN3703

Description

ODCF Cluster Network 01

ODCF Server Network 01

DM_phy_s
tat

DM_phy_s
tat

DM_phy_s
tat

ODCF Server Public Network 01

ODCF Storage Network 01

ODCF Infiniband Skyway Network 01

TN_medical- ~ APP_medical_zone EPG_medi-
zone cal_zone_legacy_VLAN49
Page Navigation TN_medical-  APP_medical_zone EPG_medi-
zone cal_zone_legacy_VLAN344
RIS TN_medical-  APP_medical_zone EPG_medical_zone_VLAN3703
Tenants zone
lication Profiles
EPGs Networking
® Networking
® VRFs
® Bridge Domains VRFS
Hell Tenant VRF Enforced Direction Description
TN_odcf VRF_odcf no ingress VRF TN_odcf
common default no ingress
common copy no ingress
mgmt inb no ingress
mgmt oob no ingress
infra ave-ctrl no ingress
infra overlay-1 no ingress
TN_dkfz VRF_dkfz no ingress VRF TN_dkfz
TN_medical-zone VRF_medical-zone no ingress VRF TN_medical-zone
Bridge Domains
Tenant VRF Bridge Domain Routi Subnets
ng
TN_odcf VRF_odcf BD_ODCF-Cluster01 yes
TN_odcf VRF_odcf BD_ODCF-Server01 yes
TN_odcf VRF_odcf BD_ODCF-ServerPublicO1 yes
TN_odcf VRF_odcf BD_ODCF-Storage01 yes
TN_odcf VRF_odcf BD_ODCF-IBSkyway01 yes
common default yes
) mgmt inb inb yes
:: j : © infra overlay-1 default yes
IFP_2119-212( infra ave-ctrl ave-ctrl yes
TN_dkfz VRF_dkfz BD_WLAN-DIENST ves

WLAN Network SSID - dienst

Bookstack
Documentation-Update bei Deploy
Alle Fabric-Objekte
* Physical Access Policy Architecture
* Logical Architecture
einfache, lesbare Ubersicht
zusatzliche ,Blaupause” als weiteres Backup

dkfz.
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Datacenter Network Automation — Summary

Software-Builds (Entwicklung mit NTT)

Release 1.0
(2024)

Release 1.2
(2025)

Release 2.0
(2026)

Release 3.0
(2026/2027)

Inhalt bzw. Bestandteil

Grundentwicklung des Portals
- Konzipierung
- Backend- und Fronted-Design und Entwicklung aller Schnittstellen/Module (Bookstack, netbox, ACI, I0S)

Modul-Anpassungen fiir notwendiges ACI-Upgrade (Major Upgrade: 5.2 > 6.0)
Anpassungen der Usability fiir User

- Tiefere Integration in netbox

- Frontend-Anpassungen

- Erhéhung der Betriebssicherheit (u.a. ,self-healing” auf Knopfdruck)
Vorbereitung auf Mandanten-Management

Systempflege und Security-Upgrades inkl. Umstellung auf Rolling-Updates

Weitere Integration der netbox zur Prozessoptimierung
Beginn der Ubertragung von ANSIBLE (laC) in DCOP

- VRF

- Bridge-Domains

- EPGs and VLAN-Pools

- Version-Control / Rollback

- Tenant

- Application-Profiles

- Fabric Assets: Spine- & Leaf-Switches
- EventAudit
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Datacenter Network Automation — Summary
Gegenuberstellung der Administrationstypen

Klassische Konfiguration
Fabric GUI

Infrastructer as Code

Datacenter Operations Portal

Vorteile

immer verfligbar
keine Kosten

realtiv glinstig

(fast) vollstandige Orchestrierung
Ubersicht {iber (fast) alle Objekte
Teil-Automatisierung méglich

schnelle, direkte Umsetzung durch REST-API
(Zeitersparnis >95 %)

Tracking aller gemanagten Objekte

SSOT durch angebundenes Asset-System (netbox)
Workflow Etablierung

automatische Dokumentation (Bookstack)
Transparenz fur ,Kunden”

keine Skalierungsgrenze

Nachteile

nur bedingt méglich, nicht sinnvoll

SEHR umsténdlich (,Lost-In-Objects”) und SEHR zeitaufwéndig
Kein Object-Tracking und -Ubersicht
kein Workflow

stateless (ANSIBLE)

kein Workflow

kein aktives Tracking der Objekte

komplex im Aufbau und Debugging, spezielles Know-How
aufwéndig und fehleranféllig (gerade bei mehreren
Administratoren)

Orchestrator mit sehr langer Laufzeit (>7 Stunden)
Skalierungsgrenze

Entwicklungsaufwand

dkfz.
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Auf Wiedersehen im DKFZ!

Weitere Informationen unter

www.dkfz.de

DKFZ

DKFZ Deutsches Krebsforschungszentrum
dkfzheidelberg

DKFZ

Deutsches Krebsforschungszentrum (DKFZ)

Deutsches Krebsforschungszentrum (DKFZ)
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